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Financial exploitation of senior 
and vulnerable adults: 

sometimes unnoticed, always 
impactful.
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Definitions

Diminished Financial Capacity:

A significant decline in a person's ability to manage 
money and financial assets to serve his or her best 
interests, including the inability to understand the 
consequences of investment decisions.

Senior Investors:

State laws and regulators vary on their 
definition. Schwab defines senior 

investors as over 60

Vulnerable Adults:

An adult of any age with a mental or physical 

impairment that renders the individual unable to 

protect his or her own interest. 

Financial Exploitation:

The wrongful or unauthorized taking or use of a 

p     ’      u                             f   

p     ’      u         u       p                   

or undue influence

                                                                                



Charles Schwab
6

March 26, 2024 Public information for events content

Applicable Regulations for Older Investors

▪>5 %  f                p     R p        H         

▪You may have mandatory reporting requirements

▪Allows firms to place temporary holds 

▪R qu     f          qu       u              

▪Not a mandatory disclosure obligation

▪Safe harbor from civil liability 

FINRA 2165

  & 4512

State laws

Federal 

Senior Safe 

Act
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Why a Regulatory Focus?

The amount older investors 
lose annually due to financial 
exploitation.

$3.1B

The % of elder financial 
exploitation suspicious activity 
reports involving monetary loss.

80%

The number of people who will 
be over age 65 by the year 
2030.

70 million

Sources:

 1) ic3.govhttps://www.census.gov/newsroom/press-releases/2018/cb18-41-population-projections.html.

  2) Suspicious Activity Reports on Elder Financial Exploitation: Issues and Trends, CFPB, Feb. 2019 https://files.consumerfinance.gov/f/documents/cfpb_suspicious-activity-

reports-elder-financial-exploitation_report.pdf. 
  3) SIFMA Senior Investor Protection at https://www.sifma.org/explore-issues/senior-investors/.

Elder financial exploitation 

suspicious activity report filings 

quadrupled from 2013 to 2017.

Only 1 out of 44 cases are 

ever reported to authorities.

As a fiduciary, know the 

warning signs.

                                                                                

https://www.census.gov/newsroom/press-releases/2018/cb18-41-population-projections.html
https://files.consumerfinance.gov/f/documents/cfpb_suspicious-activity-reports-elder-financial-exploitation_report.pdf
https://files.consumerfinance.gov/f/documents/cfpb_suspicious-activity-reports-elder-financial-exploitation_report.pdf
https://www.sifma.org/explore-issues/senior-investors/
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Best Practices to Consider When Serving Older Investors
Checklist 

Develop SVI Risk Assessment Tools

▪ Track retail clients aged 60 or older (for 

example) and schedule regular check-ins. 

▪ Implement P&Ps and training related to 

identifying  diminished capacity &  

suspected exploitation. 

▪ Refer to applicable state laws, Senior 

Safe Act, and compliance consultants for 

particulars.

Update Advisory Agreements and Obtain 

DPOA Documents

▪ Express to the client the importance to 

have a Trusted Contact (TC) to reach out 

to and report suspicious activity 

immediately to Schwab, securities 

regulator or adult protective services.

▪          u           ’  f    f   T  

▪ Know who has durable power of 

attorney (DPOA) for client.

Develop Communications & Reporting 

List + Protocol

▪ Call trusted contacts (TC).

▪ Report to applicable state law 

enforcement and adult protective 

service agencies.

▪ Contact custodians (such as Schwab 

(your Service team), and we will 

escalate the matter to our Senior and 

Vulnerable Investor Investigations team).
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Diminished Financial Capacity
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Identifying Potential Diminished Financial Capacity

                                                                                



Charles Schwab
11

March 26, 2024 Public information for events content

Know Your Clients

Risk Tolerance

&

Financial Goals

Demeanor 

 &  

Behavior

Trusted Contacts

&

Family Dynamics

Spending Patterns

&

Financial Habits
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Plan for the Future

Life

• Will I outlive 
my money?

• Will I be able 
to have the 
retirement I 
want?

Illness

• Who do I 
trust to make 
decisions if I 
become 
disabled or 
suffer 
cognitive 
decline?

• Can I afford 
care if I need 
it?

Death

• Are my 
beneficiaries 
and estate 
documents 
up to date?

• Will my loved 
ones know 
what to do 
when I pass?
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Trusted Contacts

Who

What

When

Someone the client trusts explicitly.

A Trusted Contact does not have authority to request account information, make 
account changes or otherwise engage in activity in the client’s account(s).

If you or Schwab were ever to suspect diminished capacity or exploitation, it gives 
us the ability to confirm health status, and identify DPOAS, executors, trustees, etc.

Trusted Contacts can be added:

✓ SchwabAlliance.com 

✓ AdvisorClient.com

✓ Schwab/TD Form

✓ Over the phone with Schwab.

Make it Standard - Who should I add as a trusted contact in case of an emergency?
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Create a Plan

1 Develop Policies and Procedures

2 Train staff on recognizing and documenting red flags

3 Create a clear escalation path

4 Engage trusted contacts

5 Notify Schwab

6 Monitor account activity
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Financial Exploitation
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The Perpetrators and the Impact of Victimization

EmotionalFinancial loss Identity theft CriminalRevictimization

   p   T  y D  ’  K   

Scams

People They Know

Exploitation

16
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Exploitation by Known Parties

Family

New Friend
DPOA

In Home 

Care

Gardner Neighbor

17
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Why Senior and Vulnerable Adults are Targeted

Unfamiliarity or 

discomfort with 

technology.

Lack of awareness 

about exploitation 

and scams.

Reliance on others for 

physical/financial well-

being.

Age-related decline in 

cognitive or physical 

abilities. 

Low chance of 

being reported or 

prosecuted.

Social isolation or 

loneliness.

18
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Identifying Potential Financial Exploitation
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Case Study

Fraud Case Study, 
#3

Attentive IA & In-home 
Helper 

▪ The advisor kept in close contact with their 82, year-old client who had terminal cancer and 
needed home care. 

▪ The IA became alarmed when he discovered a change                 f                 
    f     y  f           ’                    u                                f          

▪ The advisor immediately reported the incident to their Schwab Service team and made us 
aware that their client wishes had always been for the estate to go to 2 universities.

▪ Our SVI Investigator conducted an investigation, and they discovered an acquaintance of the 
client was checking up on the client, and ultimately befriended him.

▪ Additional research revealed the acquaintance was the brother-in-     f           ’  
G      /    y       ’                                             xp               y         

Case 
Details

▪ Our SVI Investigator conducted an investigation, and they discovered an acquaintance of the 
client was checking up on the client, and ultimately befriended him.

▪ Additional research revealed the acquaintance was the brother-in-     f           ’  
G      /    y       ’                                             xp               y         

▪ Be on the look out for red flags.

▪ Monitor changes                            ’      u    L O    O   D O   

▪    y                  ’    p      y suspicious activity involving a client the authorities, 
and always report the activity to Schwab.

Best 

Practices
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Tech Support Scams 

          f     xp             ’         f f     f    pu       u        

hackers to try to steal your money or identity.
Some pretend to be connected with well-known companies, such as Apple, Microsoft, or Amazon. Others claim 

to be employees of a familiar security software company, such as Norton or McAfee. The storylines vary based on 

       p  y    y’   p                       u                      y           

Tech Support
This scam typically starts when you respond to an unsolicited phone call or pop-up warning on your device. The 

scammer will ask for remote access to your computer to run a phony test, which pretends to detect malware or 

   u      f    u                   y u     y p    u   y u    p y f      p             f                 p   u    

             y u    ’       

In another variation, the scam involves a claim that you are due a refund for a canceled subscription service, one 

you likely do not recall signing up for. The scammer will request (and steal) your credit card number, then use 

remote access to install actual malware that will continue stealing your information and funds long afterward. 

Steps

Victim is approached 
someone claiming to be 
from a known company 
like Apple or Amazon

Scammer will ask for 
remote access to 
look for virus or 

malware

Victim is asked for    
payment to fix the 

issue.

Funds are requested 
f        u   f x       

new software to resolve 
the issue

Scammers make 
contact through a 
call, text, or 
email. They may 
send a friend 
request. 
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Scammers use 
urgency and 
confusion. 

Grandparent Scams

Criminals target senior victims with grandchildren.

▪ Impersonation of a grandchild who is in crisis: hospitalized, stranded, arrested, etc.

▪ An urgent plea for funds is made, often requesting to keep it secret

▪ Other scams may involve people claiming to be an attorney, police officer, or doctor 
                          ’         

▪ This scam plays on the sense of urgency, loyalty, and emotion, persuading victims to make 
decisions quickly.

▪ Payments are requested by various means including wire or mailing cash

Note: Criminals may leverage social media to further the legitimize information in their stories

Steps

Victim receives a call from 
imposter posing as 
grandchild and/or 3rd party

Scammer pleas for money 
due to an emergency event

Victim is persuaded into 
sending funds, commonly by 
wire, thinking they are 
helping their grandchild who 
is in distress
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Romance Scams

Criminals target victims on dating sites and other online forums.

▪ With the help of fake profiles, scammers quickly establish online relationships with 

victims by professing love quickly and keeping communications to online messaging, 

texts, emails, and phone calls.

▪ Often the victim that believes they are in a relationship with someone who is living or 

traveling outside the United States for business or military reasons.

▪ Scammer makes requests for money or gift cards, often for a medical or family 

emergency and for travel expenses to return to the US.

Motivation: A victim is more willing to send funds if they think they know the beneficiary 

and may make several withdrawals over time.

Steps

Victim is approached 
by a scammer 
through social apps.

Scammer quickly 
manipulates victim 
into a relationship.

V             k    
with continued 
promises to meet 
in person.

Funds are requested 
for various emergency 
reasons: travel, health, 
or family.

Scammers 
forge online 
relationships 
with victims.
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Case Study
for

Fraud case 

study, #1

Romance Scam

1. A female client met a scammer online who stated he was in 
the Army, and she was convinced that they were engaged to 
be married.

2. He told her that he had plans to return to the United States 
and needed funds to cover the cost for his items being stuck 
in customs.

3. One day the client called her advisor to send a large wire.

4. The advisor noticed that the request was outside of their 
      ’          p       p                                   
to Schwab. 

5. We talked through our concerns with the client and learned 
that the client had never met her fiancé (they had developed 
a relationship online). 

6. The wire was never sent, and the client was thankful for the 
help and support she received from her advisor and Schwab.

Case 

Details

▪ Clients should never send money to individuals that they 
have not met in person. 

▪    f      G                            p     ’  p  f    
picture and name.

▪ Be cautious of new online profiles.

Best 

Practices

                                                                                



Charles Schwab
26

March 26, 2024 Public information for events content

Scams Reported by Seniors in 2022

*Source ic3.gov
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How Schwab Supports Senior and Vulnerable Clients

Experienced, specialized teams in place to respond to senior and 

vulnerable investor matters.

Ongoing firmwide employee training, including training specific to senior 

and vulnerable investor topics.

Reporting to local/state/federal agencies (when applicable) and 

collaborating with other firms and law enforcement.

Increased client awareness via email, social media, and Schwab 

campaigns.

27
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Report the fraud or 
identity theft to your 
financial institution.

Report the crime to 
your local police who 
will file a formal report 
and refer you to 
additional resources 
and agencies that can 
help.

Contact the three 
credit bureaus –
Equifax, Experian, and 
TransUnion––to 
request a fraud alert 
on your account and a 
freeze on your credit 
report. 

File a complaint with 
the FBI’s Internet 
Crime Complaint 
Center (IC3) 
immediately at 
https://www.ic3.gov/d
efault.aspx .

   p     H  p         Y u         ’     u   
Victims of fraud should immediately take these steps.
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Diminished 
financial    
capacity

Financial 
exploitation

Recognizing Red Flags

Account Activity Social Behavioral

Unusual disbursements or change 

in habits

Withdrawn or submissive They appears fearful

Abrupt change to wills, trusts, 

beneficiaries, or POAs

They are estranged from previously 

trusted relationships

They are reluctant to discuss 

financial matters

T  y    ’                       

funds or statements

T  y’        p       y           

who will not allow the client to 

speak without them being present

Appears to be neglected or uncared 

for

Forgetting to pay bills Emotional distress Changes in personal appearance or 

hygiene

Forgetting recent transactions Ability to communicate and 

understand information

Mood swings or forgetfulness

Unusual disbursements or change 

in habits

Ability to reason and deliberate Difficulty with decision making or 

comprehension

Scams

Multiple disbursements to a new 

beneficiary

They are suddenly interested in a 

new investment

Have prepared answers to your 

questions

Payment method specified by 

recipient

They have new close friends or 

sweetheart

Are insistent on sending funds

Urgent request May be untrusting of a long-

standing advisor relationship

May be light on the details
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Client Checklist

❑ Signed & Notarized DPOA

❑ Signed advanced health care directive

❑ Funeral plans

❑ Update beneficiaries

❑ Update will/trust

❑ Schedule family meeting to explain wishes

Create Lists:

❑ Financial accounts 

❑ Insurance policies

❑ Any benefits that may survive you

❑ Bills and obligations

❑ Physicians and medications
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Schwab Resources

Compliance 
Review 
Article

(2018)

Trusted 
Contact 

Form

Service 
Guide and 

FAQS

Webcast 
Recording
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Pass It On | Consumer Advice (ftc.gov)

Serve Our Seniors by NASAA.org

AARP BankSafe: Protection Against Financial Exploitation

Fraud and scams | Consumer Financial Protection Bureau (consumerfinance.gov)

Internet Crime Complaint Center(IC3) | Elder Fraud

Senior Investor Protection Toolkit - SIFMA - Senior Investor Protection Toolkit – SIFMA

DOJ Hotline 833-FRAUD11 provides advice and resources

FINRA Senior securities helpline 844-57-HELPS

Senior and Vulnerable Investor Issues Map: Bressler, Amery & Ross, P.C.

External Resources

                                                                                

https://consumer.ftc.gov/features/pass-it-on
https://www.nasaa.org/serveourseniors/
https://www.aarp.org/ppi/banksafe/
https://www.consumerfinance.gov/consumer-tools/fraud/
https://www.ic3.gov/Home/EF
https://www.sifma.org/resources/general/senior-investor-protection-toolkit/
https://www.bressler.com/senior-map


Charles Schwab
34

March 26, 2024 Public information for events content

For general informational and educational purposes only.

For institutional use only - not for further distribution.

These materials are provided as a convenience. They are provided entirely as is, without warranties of any kind. Use of the materials is at your own sole 
risk and liability.
Neither Schwab nor any of its affiliates makes any warranty, express or implied, or assumes any liability or responsibility for the accuracy, completeness, 
regulatory compliance, or usefulness of any information, tools, resources, or process disclosed, or represents that its use would protect against 
cybersecurity or fraud incidents, including but not limited to a system breach, compromise of security, and/or improper access to confidential 
information. Neither Schwab nor any of its affiliates or employees is responsible for any damages or other harm that might occur as a result of, or in 
spite of, the use of any information, tools, resources, or processes disclosed. You are solely responsible for securing your systems and data.

Third party trademarks are the property of their respective owners and used with permission. Third party firms and their employees are not affiliated 
with or employed by Schwab.

© 2024 Charles Schwab & Co., Inc. (“Schwab”). All rights reserved. Member SIPC. Schwab Advisor Services™ provides custody, trading, and the support 
services of Charles Schwab & Co., Inc. (“Schwab”), member SIPC, to independent investment advisors and Charles Schwab Investment Management, Inc. 
(“CSIM”). Independent investment advisors are not owned by, affiliated with, or supervised by Schwab.)

Disclosures
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